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ACTION SY-05 

INFO OCT-01 ARA-06 ISO-OO ABF-01 FBO-02 A-01 /016W 

040673 

R 271130Z DEC 75 
FM AMEMBASSY BRASILIA 
TO SECSTATE WASHDC 3118 

CONFIDENTIAL BRASILIA 10987 

E.O. 11652: GDS 
TAGS: ASEC 

SUBJECT: SECURITY PROTECTION AFFORDED PUBLIC ACCESS AREAS 
AT OVERSEAS POSTS 

REF: STATE 271528 

CONTINUING ON-THE-SPOT SECURITY SURVEILLANCE OF THE NEW 
CHANCERY BUILDING, STILL UNDER CONSTRUCTION, DETERMINED, 

IN RESPONSE TO REFTEL, THE FOLLOWING SECURITY RECOMMENDA- 
TIONS WOULD FURTHER ENHANCE THE PHYSICAL SECURITY POSTURE 
OF THE POST. 

A. PROPERTY - U.S. GOVERNMENT OWNED. 

B. PHYSICAL SECURITY BARRIERS 

1. LOBBY BARRIER TO CHANNEL VISITORS TO RECEPTION 
DESK. BARRIER WOULD HAVE ELECTRONICALLY 
OPERATED GATE TO PERMIT PASSAGE ONCE VISITOR 
IS IDENTIFIED. COST ESTIMATE - $1,500. 

2. FOUR (4) CRASH BAR TYPE FIRE DOORS FOR (A) 

STAIRWELL DOOR TO SECURE AREA OF SECOND FLOOR 
OF CHANCERY; (B) REAR ENTRANCE TO ANNEX 
BUILDING; (C) COMMISSARY AND (D) MAINTENANCE 
AREA LOCATED IN ANNEX BASEMENT. 

THESE DOOJS WOULD PERMIT EXIT BUT NOT ENTRY INTO 
AREAS MENTIONED. COST ESTIMAES COULD NOT BE 
DETERMINED BECAUSE POST LACKS CATALOGS AND/OR 
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INFO REGARDING THIS TYPE DOOR. POST WOULD 
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APPRECIATE SY/FO OBTAINING ESTIMATES, IF POSSIBLE. 

C. WINDOR PROTECTION 

1. BULLET PROOF GLASS 4' X 8' FOR OFFICE WINDOR 

L OF CONSULAR LOCAL RECEPTIONIST. GLASS WOULD 
PROVIDE PROTECTION AND SECURITY FOR LOCAL 
EMPLOYEE, AND VICE CONSUL IN ADIACENT OFFICE 
COST ESTIMATE NOT AVILABLE LOCALLY. 

2. PURCHASE OF 6,200 SQ. FT. MYLAR FOR FOLLOWING 
LOCATIONS AND INTENDED DETERRENT PURPOSES; 

(A) BRASILIA - 2,700 SQ. FT. TO HAVE ANNEX 
WINDOWS COMMESURATE WITH SHATTER PROOF WINDOWS 
OF CONNECTING CHANCERY BUILDING. COST ESTIMATE - 
$2,252; 


(B) RIO - 3,500 SQ. FT. FOR GLASS IN LOBBY AND 
SOME EXTERNAL OFFICE WINDOWS ON FIRST THREE 
FLOORS OF CONGEN GUILDING. COST ESTIMATE - 
$2,761.00 

D. MARINE SECURITY GUARDS 

BRASILIA'S AUTHORIZED MARINE SECURITY GUARD COMPLE- 
ENT INCLUDING NCOIC WAS SEVEN (7) MARINES BEFORE 
THREE CONSEC MARINES WERE AUTHORIZED AND FUNDED 
BYSY. 

THREE ADDITIONAL MARINES SIKCE HAVD BEEN AUTHORIZED 
UNDER THE TERRORIST PACKAGE BUT NOT ASSIGNED, AS 
YET, PENDING COMPLETION OF THE NEW EMBASSY BUILDING 
AND WITHDRAWAL OF THE THREE CONSEC MARINE POSITIONS 
FUNDED BY SY. AT THAT TIME THE THREE AUTHORIZED 
MARINE POSITONS WILL BE ADDED TO THE PERMANENT 
COMPLEMENT. (NOTE: ALTHOUGH THIS MAY NOT REQUIRE 
ANY CHANGE IN PERSONNEL, IT IS PRESUMED THAT THE 
FUNDING OF THE ADDITIONAL THREE PERMANENT MARINE 
POSITIONS WILL BE TRANSFERRED FROM SY TO ARA BUREAU). 

E. DESTRUCTION EQUIPMENT 
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RECOMMEND PURCHASE OF SOUND ENCLOSURE, COST $1,200 
PLUS $80 SHIPPING, AND CRADLE ASSEMBLY EQUIPPED 
WITH VIBRATION ISOLATORS, COST $320 PLUS $25 SHIPPING 
FOR MODEL 1012 DISINTEGRATER TO BE INSTALLED IN C&R 
IN NEW CHANCERY. 

CRIMMINS 
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